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Why does a school need a Safer Internet policy? 
 
In today’s society, children, young people and adults interact with technologies such as 
mobile phones, games consoles and the internet on a daily basis and experience a wide 
range of opportunities, attitudes and situations. The exchange of ideas, social interaction 
and learning opportunities involved are greatly beneficial to all, but can occasionally 
place children, young people and adults in danger. 
 
E-Safety covers issues relating to children and young people as well as adults and their 
safe use of the internet, mobile phones and other electronic communications 
technologies, both in and out of school. It includes education for all members of the 
school community on risks and responsibilities and is part of the ‘duty of care’ which 
applies to everyone working with children. 
 
Schools and other settings must decide on the right balance between controlling access 
to the internet and technology, setting rules and boundaries and educating students and 
staff about responsible use. Schools must be aware that children and staff cannot be 
completely prevented from being exposed to risks both on and offline. Children should 
be empowered and educated so that they are equipped with the skills to make safe and 
responsible decisions as well as to feel able to report any concerns. All members of staff 
need to be aware of the importance of good e-safety practice in the classroom in order 
to educate and protect the children in their care. Members of staff also need to be 
informed about how to manage their own professional reputation online and 
demonstrate appropriate online behaviours compatible with their role. 
 
Breaches of an e-safety policy can and have led to civil, disciplinary and criminal action 
being taken against staff, pupils and members of the wider school community. It is 
crucial that all settings are aware of the offline consequences that online actions can 
have. 
 
Schools must be aware of their legal obligations to safeguard and protect children on 
and offline and the accountability of these decisions will sit with the headteacher and the 
governing body. 
 
The e-safety policy is essential in setting out how the school plans to develop and 
establish its e-safety approach and to identify core principles which all members of the 
school community need to be aware of and understand. 
 
 

 The school has appointed an e-safety co-ordinator (Mr Tom Leake). 

 The e-safety policy and its implementation will be reviewed annually. 

 The school policy has been agreed by the senior leadership team and approved 
by governors 

 The school has appointed a member of the governing body to take lead 
responsibility for e-safety 

 
The school’s e-safety co-ordinator is Mr Leake. 
 
 
 
 
 
 



 

Teaching and learning 
 
Why is Internet use important? 
 
The rapid developments in electronic communications are having many effects on 
society. It is important to state what we are trying to achieve in education through ICT 
and internet use. 
 

 Internet use is part of the statutory curriculum and is a necessary tool for learning. 

 The internet is a part of everyday life for education, business and social 
interaction. 

 The school has a duty to provide students with quality Internet access as part of 
their learning experience. 

 Pupils use the internet widely outside school and need to learn how to evaluate 
Internet information and to take care of their own safety and security. 

 The purpose of internet use in school is to raise educational standards, to 
promote pupil achievement, to support the professional work of staff and to 
enhance the school’s management functions. 

 Internet access is an entitlement for students who show a responsible and mature 
approach to its use. 

 

How does Internet use benefit education? 
 
A number of studies and government projects have identified the educational benefits to 
be gained through the appropriate use of the internet including increased pupil 
attainment. 
 
Benefits of using the internet in education include: 
● access to worldwide educational resources including museums and art galleries 
● educational and cultural exchanges between pupils worldwide 
● vocational, social and leisure use in libraries, clubs and at home 
● access to experts in many fields for pupils and staff 
● professional development for staff through access to national developments, 

educational materials and effective curriculum practice 
● collaboration across networks of schools, support services and professional 

associations 
● improved access to technical support including remote management of networks and 

automatic system updates 
● exchange of curriculum and administration data with DCC and DfE 
● access to learning wherever and whenever convenient. 
 

How can internet use enhance learning? 
 
Increased computer numbers and improved internet access may be provided but its 
impact on pupils learning outcomes should also be considered. Developing effective 
practice in using the internet for teaching and learning is essential. Pupils need to learn 
digital literacy skills and to refine their own publishing and communications with others 
via the internet. Respect for copyright and intellectual property rights, and the correct 
use of published material should be taught. Methods to detect plagiarism may need to 
be developed. 
 



 

 The school’s internet access will be designed to enhance and extend education. 

 Pupils will be taught what internet use is acceptable and what is not and given 
clear objectives for Internet use. 

 The schools will ensure that the copying and subsequent use of internet-derived 
materials by staff and pupils complies with copyright law. 

 Staff should guide pupils to online activities that will support the learning 
outcomes planned for the pupils’ age and ability. 

 Pupils will be educated in the effective use of the internet in research, including 
the skills of knowledge location, retrieval and evaluation. 

 Pupils will be taught to acknowledge the source of information used and to 
respect copyright when using internet material in their own work. 

 
 

How will pupils learn how to evaluate internet content? 
 
The quality of information received via radio, newspaper and telephone is variable and 
everyone needs to develop critical skills in selection and evaluation. Information 
received via the internet, email or text message requires even better information 
handling and digital literacy skills. In particular it may be difficult to determine origin, 
intent and accuracy, as the contextual clues may be missing or difficult to read. A whole 
curriculum approach is required. 
 

 Pupils will be taught to use search engines appropriately for their age. 

 The evaluation of online materials is a part of teaching and learning in every 
subject and will be viewed as a whole-school requirement across the curriculum. 

 

E-Safety for pupils with special educational needs 
 
This document covers some considerations regarding possible ways to support a 
generic group of children who may require additional support to move forward in 
safeguarding themselves. 
 
A fundamental part of teaching e-safety is to check pupil’s understanding and 
knowledge of general personal safety issues.  Some pupils may need additional 
teaching that includes reminders and explicit prompts to link their existing knowledge of 
‘how to keep safe’ to the rules that will apply specifically to, for instance, internet use. 
Rules are very helpful to all pupils and it is important to achieve consistency of how rules 
can be applied. This is a difficult area for some pupils who usually learn the rules within 
certain contexts, but who will find it difficult to transfer these rules across environments, 
lessons or teachers.  As consistency is so important for these pupils, there is a need to 
establish e-safety rules for school that are similar to those for home.  Working with 
parents and sharing information with them would be relevant to all children, but this 
group especially. There will always be exceptions to rules and if this is the case, then 
these pupils will need to have additional explanations about why the rules might change 
in different situations i.e. why it is acceptable to give your name and address to an adult 
if lost in town, but not when using the internet. It might be helpful to consider presenting 
the rules as being linked to consequences such that you are teaching cause-effect 
rather than a list of procedures.  
 
How rules are presented could be vital to help these pupils understand and apply some 
of the rules they need to learn. 
 



 
Visual support is usually important to help most pupils’ understanding but some areas of 
this topic are quite abstract in nature and difficult to represent visually i.e.  
- Uncomfortable 
- Smart 
- Stranger 
- Friend 
 
Visual support can be useful but it is more likely that the pupils will respond to multi-
media presentations of the rules such as interactive power-point slides, screensavers, 
spoken recordings of the main rules or sounds that they can associate with decisions 
they make while using the internet.  The really useful thing is the repetition and practice 
that pupils can have with these which may not be so easy if spoken language were used 
If visual prompts are used to help remember the rules, the picture or image support 
needs to give the pupils some improved understanding about what the rule is about.  It 
is quite easy to find attractive pictures that link to other abstract ideas not related to the 
internet use i.e. use of a compass to show ‘lose track’ of a search when a head looking 
confused is more like what happens. 
 
This group of pupils are vulnerable to poor social understanding that may leave them 
open to risks when using the internet individually, but also when with peers 
 
It can be common for peers to set up scenarios or ‘accidents’ regarding what they look 
for on the internet and then say it was someone else who had done so.  Adults need to 
plan group interactions carefully when raising awareness of internet safety. Some pupils 
in this group may choose recreational internet activities that are perhaps simpler or 
aimed at pupils younger than themselves.  By their very nature, these activities tend to 
be more controlled and less open to naïve mistakes.  Staff need to plan how to manage 
pupils who may want to do the same as other peers but who may need small step 
teaching due to limited experiences with internet use 
 
For various reasons, pupils with special educational needs may find it difficult to explain 
or describe events when using the internet. Some pupils may find it easier to show 
adults what they have done i.e. replay, which will obviously have its own issues for staff 
regarding repeating access. Some pupils are very quick to click with the mouse and may 
not actually know what they did or how something happened.  Gentle investigation will 
be more productive than asking many questions 
 
Some pupils may not be able to ask for help.  Staff will need to know specific pupils well 
so that this can be addressed. Pupils may need a system or help sounds to set up 
computers which will help them get adult attention.  If pupils do not recognise that they 
need help, then adult supervision is the safe way to improve their recognition of this. 
 

Managing Information Systems 
 
How will information systems security be maintained? 
 
It is important to review the security of the whole system from user to internet. This is a 
major responsibility that includes not only the delivery of essential learning services but 
also the personal safety of staff and pupils. 

 The security of the school information systems and users will be reviewed 
regularly. 

 Virus protection will be updated regularly. 



 

 The school will comply with the terms of the data protection act. 

 Staff computers must be password protected. 

 Saved data must be password encrypted. 

 Personal data sent over the internet or taken off site will be encrypted. 

 Portable media may not used without specific permission followed by an anti-
virus / malware scan. 

 Unapproved software will not be allowed in work areas or attached to email. 

 Files held on the school’s network will be regularly checked. 

 The ICT coordinator/network manager will review system capacity regularly. 

 The use of user logins and passwords to access the school network will be 
enforced. 

 

How will email be managed? 
 
Email is an essential means of communication for both staff and pupils. Directed email 
use can bring significant educational benefits; interesting projects between schools in 
neighbouring villages and in different continents can be created, for example. 
 
The implications of email use for the school and pupils need to be thought through and 
appropriate safety measures put in place. Unregulated email can provide routes to 
pupils that bypass the traditional school boundaries. 
 
A central question is the degree of responsibility that can be delegated to individual 
pupils as once email is available it is difficult to control. Restriction of incoming and 
outgoing email to approved addresses and filtering for unsuitable content is possible. 
In the school context (as in the business world), email should not be considered private 
and most schools and many firms reserve the right to monitor email. There is a balance 
to be achieved between necessary monitoring to maintain the safety of pupils and staff 
and the preservation of human rights, both of which are covered by recent legislation. It 
is important that staff understand they should be using a work provided email account to 
communicate with parents/carers, pupils and other professionals for any official school 
business. This is important for confidentiality and security and also to safeguard 
members of staff from allegations.  
 
Email accounts should not be provided which can be used to identify both a student’s 
full name and their school.  
 
Pupils may only use approved email accounts for school purposes. 

 Pupils must immediately tell a designated member of staff if they receive 
offensive email. 

 Pupils must not reveal personal details of themselves or others in email 
communication, or arrange to meet anyone without specific permission from an 
adult. 

 Staff will only use the school’s official email or Class Dojo to communicate with 
pupils and parents/carers.  

 Access in school to external personal email accounts may be blocked. 

 Staff should not use personal email accounts during school hours or for 
professional purposes. 

 

 
 
 



 

How will published content be managed? 
 
Sensitive information about schools and pupils could be found in a newsletter but a 
school’s website is more widely available. Publication of any information online will 
always be considered from a personal and school security viewpoint. For security 
reasons, a school plan may be better published in the school handbook or on a secure 
part of the website which requires authentication 
 

 The contact details on the website should be the school address, email and 
telephone number. Staff or pupils’ personal information must not be published. 

 Mrs Hodgson will take overall editorial responsibility for online content published 
by the school and will ensure that content published is accurate and appropriate. 

 The school website will comply with the school’s guidelines for publications 
including respect for intellectual property rights, privacy policies and copyright. 

 

 
Can pupils’ images or work be published? 
 
Strategies include using relatively small images of groups of pupils and possibly even 
using images that do not show faces at all. “Over the shoulder” can replace “passport 
style” photographs but still convey the educational activity. Personal photographs can be 
replaced with self portraits or images of pupils’ work or of a team activity. Pupils in 
photographs should, of course, be appropriately clothed. Published images could be 
reused, particularly if large images of individual pupils are shown. 
 
Images of a pupil will not be published without the parent’s or carer’s written permission. 
We ask permission to publish images of work or appropriate personal photographs once 
a year. 
 
Pupils are also taught the reasons for caution in publishing personal information and 
images online.  
 
Images or videos that include pupils will be selected carefully and will not provide 
material that could be reused. 

 Pupils’ full names will not be used anywhere on the website, particularly in 
association with photographs. 

 Written permission from parents or carers will be obtained before images/videos 
of pupils are electronically published. 

 Pupils work can only be published with their permission or the parents. 

 Written consent will be kept by the school where pupils’ images are used for 
publicity purposes, until the image is no longer in use. 

 
 

How will social networking, social media and personal publishing 
be managed? 
 
Social networking sites can connect people with similar or even very different interests. 
Users can be invited to view personal spaces and leave comments, over which there 
may be limited control. 
 



 
For responsible adults, social networking sites provide easy to use, free facilities, 
although advertising often intrudes and some sites may be dubious in content. Pupils 
are encouraged to think about the ease of uploading personal information, the 
associated dangers and the difficulty of removing an inappropriate image or information 
once published. 
 
All staff are made aware through the Acceptable Use Policy of the potential risks of 
using social networking sites or personal publishing either professionally with students 
or personally. Through the policy, they are made aware of the importance of considering 
the material they post, ensuring profiles are secured and how publishing unsuitable 
material may affect their professional status. 
 
Examples of social media and personal publishing tools include: blogs, wikis, social 
networking, forums, bulletin boards, multiplayer online gaming, chatrooms, instant 
messenger and many others. 
 

 The school will control access to social media and social networking sites. 

 Pupils will be advised never to give out personal details of any kind which may 
identify them and/or their location. Examples would include real name, address, 
mobile or landline phone numbers, school attended and email addresses, full 
names of friends/family, specific interests and clubs etc. 

 Pupils will be advised on security and privacy online and will be encouraged to 
set passwords, deny access to unknown individuals and to block unwanted 
communications. Pupil will be encouraged to approve and invite known friends 
only on social networking sites and to deny access to others by making profiles 
private. 

 All members of the school community are advised not to publish specific and 
detailed private thoughts, especially those that may be considered threatening, 
hurtful or defamatory. 

 Concerns regarding students’ use of social networking, social media and 
personal publishing sites (in or out of school) will be raised with their 
parents/carers, particularly when concerning students’ underage use of sites. 

 Staff personal use of social networking, social media and personal publishing 
sites will be discussed as part of staff induction and safe and professional 
behaviour will be outlined in the school Acceptable Use Policy. 

 

How will filtering be managed? 
 
It is the school’s senior leadership team’s responsibility to ensure appropriate 
procedures are in place and all members of staff are suitably trained to supervise 
internet access. 
 
Filtering is not 100% effective. There are ways to bypass filters (such as using proxy 
websites, using a device not connected to the network e.g. mobile phone).  
 
Occasionally mistakes may happen and inappropriate content may be accessed. It is 
therefore important that children should always be supervised when using internet 
access and that Acceptable Use Policy is in place. In addition, internet safety rules are 
on display, and both children and adults should be educated about the risks online. 
There should also be an incident log to report breaches of filtering or inappropriate 
content being accessed. Procedures need to be established to report such incidents to 
parents and DCC. 
 



 
Any material that the school believes is illegal will be reported to the appropriate agency.  
 
Websites which we believe should be blocked centrally will be reported to the ICT 
Service Desk. Teachers must evaluate any websites/search engines before using them 
with their students; this includes websites shown in class as well as websites accessed 
directly by the pupils. Often this will mean checking the websites, search results etc just 
before the lesson. Remember that a site considered safe one day may be changed due 
to the Internet being a dynamic entity. Particular attention should also be paid to 
advertisements as they can change each time the web page is accessed. 
 

 The school’s broadband access will include filtering. 

 The school will have system in place to make changes to the filter, including 
deciding who is responsible for authorising changes. 

 The school will work with DCC to review filtering 

 The school will have a clear procedure for reporting breaches of filtering. All 
members of the school community (all staff and all pupils) will be aware of this 
procedure. 

 If staff or pupils discover unsuitable sites, the URL will be reported to the e-safety 
co-ordinator (Mr Leake) who will then record the incident and escalate the 
concern as appropriate. 

 Changes to the school filtering policy will be risk assessed by staff with 
educational and technical experience prior to any changes and where appropriate 
with consent from the senior leadership team. 

 The senior leadership team will ensure that regular checks are made to ensure 
that the filtering methods selected are effective. 

 Any material that the school believes is illegal will be reported to the appropriate 
agencies. 
 

How will video conferencing be managed? 
 
Video conferencing enables users to see and hear each other between different 
locations. This ‘real time’ interactive technology has many uses in education. 
Equipment ranges from small PC systems (web cameras) to large room-based systems 
that can be used for whole classes or lectures.  Systems include complex standalone 
equipment and software based systems such as Skype. 
 

 All video conferencing equipment in the classroom must be switched off when not 
in use and not set to auto answer. 

 Video conferencing contact information will not be put on the school website. 

 The equipment must be secure and if necessary locked away when not in use. 

 School video conferencing equipment will not be taken off school premises 
without permission. 

 Responsibility for the use of the video conferencing equipment outside school 
time will be established with care. 

 
Users 

 Pupils will ask permission from a teacher before making or answering a video 
conference call. 

 Video conferencing will be supervised appropriately for the pupils’ age and ability. 

 Parents and carers consent should be obtained prior to children taking part in 
video conferences. 



 

 Unique log on and password details for the educational video conferencing 
services should only be issued to members of staff and kept secure. 

 
Content 
● When recording a video conference lesson, written permission should be given by all 

sites and participants. The reason for the recording must be given and the recording 
of video conference should be clear to all parties at the start of the conference. 
Recorded material shall be stored securely. 

● Video conferencing is a challenging activity with a wide range of learning benefits. 
Preparation and evaluation are essential to the whole activity. 

● Establish dialogue with other conference participants before taking part in a 
videoconference.  

 
How are emerging technologies managed? 
 
Many emerging communications technologies offer the potential to develop new 
teaching and learning tools, including mobile communications, internet access, 
collaboration and multimedia tools. A risk assessment needs to be undertaken on each 
new technology for effective and safe practice in classroom use to be developed. The 
safest approach is to deny access until a risk assessment has been completed and 
safety has been established. 
 
Virtual online classrooms and communities widen the geographical boundaries of 
learning. Approaches such as mentoring, online learning and parental access are 
becoming embedded within school systems. Online communities can also be one way of 
encouraging a disaffected pupil to keep in touch. 
 
Video conferencing introduces new dimensions; webcams are increasingly inexpensive 
and, with faster internet access, enable video to be exchanged across the internet. The 
availability of live video can sometimes increase safety - you can see who you are 
talking to - but if inappropriately used, a video link could reveal security details. 
 
New applications are continually being developed based on the internet, the mobile 
phone network, wireless, Bluetooth or infrared connections. Users can be mobile using a 
phone, games console or personal digital assistant with wireless internet access. This 
can offer immense opportunities for learning as well as dangers such as a pupil using a 
phone to video a teacher’s reaction in a difficult situation. 
 
Schools should keep up to date with new technologies, including those relating to mobile 
phones and handheld devices, and be ready to develop appropriate strategies. For 
instance text messaging via mobile phones is a frequent activity for many pupils and 
families; this could be used to communicate a pupil’s absence or send reminders for 
exam coursework. Text messages are sent via the school office. During school trips and 
extended hours a school owned mobile phone will be used. 
 
The inclusion of inappropriate language or images is difficult for staff to detect. Pupils 
may need reminding that such use is inappropriate and conflicts with school policy. 
Abusive messages will be dealt with under the school’s behaviour and/or anti-bullying 
policies. 
 

 Emerging technologies will be examined for educational benefit and a risk 
assessment will be carried out before use in school is allowed. 



 

 Pupils will be instructed about safe and appropriate use of personal devices both 
on and off site in accordance with the school’s acceptable use policy. 

 
How should personal data be protected? 
 
The quantity and variety of data held on pupils, families and on staff is expanding 
quickly. While this data can be very useful in improving services, data could be 
mishandled, stolen or misused. 
 
The Data Protection Act 1998 (“the Act”) gives individuals the right to know what 
information is held about them and provides a framework to ensure that personal 
information is handled properly. It promotes openness in the use of personal 
information. 
 
Under the Act, every organisation that processes personal information (personal data) 
must notify the Information Commissioner's Office, unless they are exempt. 
The Data Protection Act 1998 applies to anyone who handles or has access to 
information concerning individuals. Everyone in the workplace has a legal duty to protect 
the privacy of information relating to individuals. The Act sets standards (eight data 
protection principles), which must be satisfied when processing personal data 
(information that will identify a living individual). The Act also gives rights to the people 
the information is about i.e. subject access rights let individuals find out what information 
is held about them. The eight principles are that personal data must be: 

 Processed fairly and lawfully  
 Processed for specified purposes 
 Adequate, relevant and not excessive 
 Accurate and up-to-date 
 Held no longer than is necessary 
 Processed in line with individual’s rights 
 Kept secure 
 Transferred only to other countries with suitable security measures. 

 

Policy Decisions 
How will Internet access be authorised? 
 
West Cornforth Primary school allocates internet access to staff and pupils on the basis 
of educational need. Pupil usage is be fully supervised 
 
Normally most pupils will be granted internet access; it may be easier to manage lists of 
those who are denied access. Parental permission is sought for internet access in all 
cases; a task that is organised annually when pupils’ home details are checked and as 
new pupils join or as part of the home-school agreement. Schools must be aware that 
students should not be prevented from accessing the internet unless the parents have 
specifically denied permission or the child is subject to a sanction as part of the school 
behaviour policy. 
 

● All staff will read and sign the Adult Acceptable Use Policy before using any 
school ICT resources. 

● Parents will be asked to read the School Acceptable Use Policy for pupil access 
and discuss it with their child, where appropriate. 



 
● All visitors to the school site who require access to the schools network or 

internet access will be asked to read and sign an Acceptable Use Policy. 
● Parents will be informed that pupils will be provided with supervised internet 

access appropriate to their age and ability. 
 

How will risks be assessed? 
 
As the quantity and breadth of information available through the internet continues to 
grow it is not possible to guard against every undesirable situation. We will need to 
address the fact that it is not possible to completely remove the risk that pupils might 
access unsuitable materials via the school system.  
 

● The school will take all reasonable precautions to ensure that users access only 
appropriate material. However, due to the global and connected nature of internet 
content, it is not possible to guarantee that access to unsuitable material will 
never occur via a school computer. Neither the school nor DCC can accept 
liability for the material accessed, or any consequences resulting from internet 
use. 

● The school will audit ICT use to establish if the e-safety policy is adequate and 
that the implementation of the e-safety policy is appropriate. 

● Methods to identify, assess and minimise risks will be reviewed regularly. 

 
How will the school respond to any incidents of concern? 

 
Internet technologies and electronic communications provide children and young people 
with exciting opportunities to broaden their learning experiences and develop creativity 
in and out of school. However it is also important to consider the risks associated with 
the way these technologies can be used. An e-safety policy should recognise and seek 
to develop the skills that children and young people need when communicating and 
using technologies enabling them to keep safe and secure and act with respect for 
others.  
 
E-safety risks can be experienced unintentionally or deliberately by people acting 
inappropriately or even illegally. Any potential concerns must be dealt with at a personal 
level. Teachers are the first line of defence; their observation of behaviour is essential in 
recognising concerns about pupils and in developing trust so that issues are reported. 
Staff also help develop a safe culture by observing each other’s behaviour online and 
discussing together any potential concerns. Incidents of concern may include 
unconsidered jokes and comments or inappropriate actions. Any illegal activity would 
need to be reported to Mrs Hodgson or Mrs Laura Smith; the school’s designated child 
protection co-ordinators. 
 
Where there is cause for concern or fear that illegal activity has taken place or is taking 
place involving the use of computer equipment, schools should determine the level of 
response necessary for the offence disclosed. The decision to involve the police should 
be made as soon as possible, if the offence is deemed to be out of the remit of the 
school to deal with. 
 
● All members of the school community will be informed about the procedure for 

reporting e-safety concerns (such as breaches of filtering, cyberbullying, illegal 
content etc). 



 
● The e-safety co-ordinator (Mr Leake) will record all reported incidents and actions 

taken in the school’s e-safety incident log and other in any relevant areas e.g. 
bullying or child protection log. 

● The designated child protection coordinator will be informed of any e-safety 
incidents involving child protection concerns, which will then be escalated 
appropriately. 

● The school will manage e-safety incidents in accordance with the school discipline/ 
behaviour policy where appropriate. 

● The school will inform parents/carers of any incidents of concerns as and when 
required. 

● After any investigations are completed, the school will debrief, indentify lessons 
learnt and implement any changes required. 

● Where there is cause for concern or fear that illegal activity has taken place or is 
taking place then the school will contact the police.  

● If the school is unsure how to proceed with any incidents of concern then school will 
contact First Contact. 

● If an incident of concern needs to be passed beyond the school then the concern 
will be escalated to the LEA’s e-safety officer to communicate to other schools in 
Durham 

 
 

How will e-safety complaints be handled? 
 
Parents, teachers and pupils know how to use the school’s complaints procedure. The 
facts of the incident or concern will need to be established and evidence should be 
gathered where possible and appropriate. E-Safety incidents may have an impact on 
pupils, staff and the wider school community both on and off site and can have civil, 
legal and disciplinary consequences. 
 
A minor transgression of the school rules may be dealt with by a member of staff (Mrs 
Hodgson). Other situations could potentially be serious and a range of sanctions may 
then be required, which should be linked to the school’s disciplinary policy. Potential 
child protection or illegal issues must be referred to the school designated child 
protection co-ordinator (Mrs Hodgson Headteacher). 
 
● Complaints about internet misuse will be dealt with under the school’s complaints 

procedure. 
● Any complaint about staff misuse will be referred to the head teacher. 
● All e-safety complaints and incidents will be recorded by the school, including any 

actions taken. 
● Pupils and parents will be informed of the complaints procedure. 
● Parents and pupils will need to work in partnership with the school to resolve issues. 
● All members of the school community will need to be aware of the importance of 

confidentiality and the need to follow the official school procedures for reporting 
concerns. 

● Discussions will be held with the local police safer schools partnership co-ordinators 
and/or children’s safeguard team to establish procedures for handling potentially 
illegal issues. 

● Any issues (including sanctions) will be dealt with according to the school’s 
disciplinary, behaviour and child protection procedures. 

● All members of the school community will be reminded about safe and appropriate 
behaviour online and the importance of not posting any content, comments, images 



 
or videos online which cause harm, distress or offence to any other members of the 
school community. 

 

How will Cyberbullying be managed? 
 
Cyberbullying can be defined as “The use of Information Communication Technology, 
particularly mobile phones and the internet to deliberately hurt or upset someone” DCSF 
2007 
 
Many young people and adults find that using the internet and mobile phones is a 
positive and creative part of their everyday life. Unfortunately, technologies can also be 
used negatively. When children are the target of bullying via mobiles phones, gaming or 
the internet, they can often feel very alone, particularly if the adults around them do not 
understand cyberbullying and its effects. A once previously safe and enjoyable 
environment or activity can become threatening, harmful and a source of anxiety. 
It is essential that young people, school staff and parents and carers understand how 
cyberbullying is different from other forms of bullying, how it can affect people and how 
to respond and combat misuse. Promoting a culture of confident users will support 
innovation and safety. 
 
There are a number of statutory obligations on schools with regard to behaviour which 
establish clear responsibilities to respond to bullying. In particular section 89 of the 
Education and Inspections Act 2006: 

 every school must have measures to encourage good behaviour and prevent all 
forms of bullying amongst pupils. These measures should be part of the school’s 
behaviour policy which must be communicated to all pupils, school staff and 
parents 

 gives headteachers the ability to ensure that pupils behave when they are not on 
school premises or under the lawful control of school staff. 

 
Where bullying outside school (such as online or via text) is reported to the school, it 
should be investigated and acted upon. 
DfE and Childnet have produced resources and guidance that can be used to give 
practical advice and guidance on cyberbullying: http://www.digizen.org/cyberbullying  
 
● Cyberbullying (along with all other forms of bullying) of any member of the school 

community will not be tolerated. Full details are set out in the school’s policy on anti-
bullying and behaviour. 

● There are clear procedures in place to support anyone in the school community 
affected by cyberbullying. 

● All incidents of cyberbullying reported to the school will be recorded. 
● There will be clear procedures in place to investigate incidents or allegations of 

cyberbullying. 
● Pupils, staff and parents/carers will be advised to keep a record of the bullying as 

evidence. 
● The school will take steps to identify the bully, where possible and appropriate. This 

may include examining school system logs, identifying and interviewing possible 
witnesses, and contacting the service provider and the police, if necessary. 

● Pupils, staff and parents/carers will be required to work with the school to support the 
approach to cyberbullying and the school’s e-safety ethos. 

● Sanctions for those involved in cyberbullying may include: the bully will be asked to 
remove any material deemed to be inappropriate or a service provider may be 
contacted to remove content if the bully refuses or is unable to delete content. 

http://www.digizen.org/cyberbullying


 
Internet access may be suspended at school for the user for a period of time. Other 
sanctions for pupils and staff may also be used in accordance to the schools anti-
bullying, behaviour policy or Acceptable Use Policy. Parent/carers of pupils will be 
informed. The Police will be contacted if a criminal offence is suspected. 

 

How will mobile phones and personal devices be managed? 
 
Mobile phones and other personal devices such as games consoles and tablets etc. are 
considered to be an everyday item in today’s society and even children in early years 
settings may own and use personal devices to get online regularly. Mobile phones and 
other internet enabled personal devices can be used to communicate in a variety of 
ways with texting, camera phones and internet accesses all common features. 
 
However, mobile phones can present a number of problems when not used 
appropriately.  

 They are valuable items which may be stolen or damaged. 
 Their use can render pupils or staff subject to cyberbullying. 
 Internet access on phones and personal devices can allow pupils to bypass 

school security settings and filtering. 
 They can undermine classroom discipline as they can be used on “silent” mode. 
 Mobile phones with integrated cameras could lead to child protection, bullying 

and data protection issues with regard to inappropriate capture, use or 
distribution of images of pupils or staff. 

 
● The use of mobile phones and other personal devices by children in school is not 

permitted. 
● The sending of abusive or inappropriate messages or content via mobile phones or 

personal devices is forbidden by any member of the school community and any 
breaches will be dealt with as part of the school discipline/behaviour policy. 
 

Pupil use of personal devices 
If a pupil is found to have a mobile phone in school it will be removed and placed in the 
school office for collection at home time. 
 
Adult use of personal devices (as outlined in the Acceptable Use Policy) 
● Staff are not permitted to use their own personal phones or devices for contacting 

children, young people and their families within or outside of the setting in a 
professional capacity. 

● Staff will be issued with a school phone where contact with pupils or parents/carers if 
required. 

● Staff should not use personal devices such as mobile phones or cameras to take 
photos or videos of pupils and will only use work-provided equipment for this 
purpose. 

● If a member of staff breaches the school policy then disciplinary action may be taken. 
 

Communication Policy 
 

How will the policy be introduced to pupils? 
 
Many pupils are very familiar with culture of mobile and internet use. As pupils’ 
perceptions of the risks will vary; the e-safety rules may need to be explained or 
discussed. 
 



 
Consideration must be given as to the curriculum place for teaching e-safety. This could 
be as an ICT lesson activity, part of the pastoral programme or part of every subject 
whenever pupils are using the internet. 
 
Useful e-safety programmes include: 

 Think U Know: www.thinkuknow.co.uk  
 Childnet: www.childnet.com  
 Kidsmart: www.kidsmart.org.uk  

  
 
● All users will be informed that network and internet use will be monitored. 
● An e-safety training programme will be established across the school to raise the 

awareness and importance of safe and responsible internet use amongst pupils. 
● Pupil instruction regarding responsible and safe use will precede Internet access.  
● An e-safety module will be included in the PSHE, Citizenship and/or ICT 

programmes covering both safe school and home use. 
● E-safety training will be part of the transition programme across the key stages and 

when moving between establishments. 
● E-safety rules or copies of the pupil acceptable use policy will be posted in all rooms 

with internet access. 
● Safe and responsible use of the internet and technology will be reinforced across the 

curriculum and subject areas. 
 
 

How will the policy be discussed with staff? 
 
It is important that all staff feel confident to use new technologies in teaching and the 
e-safety policy will only be effective if all staff subscribe to its values and methods. 
 
Staff should be given opportunities to discuss the issues and develop appropriate 
teaching strategies. It would be unreasonable, for instance, if cover or supply staff were 
asked to take charge of an internet activity without preparation. 
 
Particular consideration must be given when members of staff are provided with devices 
by the school which may be accessed outside of the school network. Schools must be 
clear about the safe and appropriate uses of their school provided equipment and have 
rules in place about use of the equipment by third parties. Staff must be made aware of 
their responsibility to maintain confidentiality of school information. 
 
ICT use is widespread and all staff including administration, midday supervisors, 
caretakers, governors and volunteers should be included in awareness raising and 
training. Induction of new staff should include a discussion about the school e-safety and 
acceptable use policies. 

 

 The e-safety and acceptable use policies will be formally provided to and 
discussed with all members of staff. 

 To protect all staff and pupils, the school will implement an acceptable use policy. 

 Staff will be made aware that internet traffic can be monitored and traced to the 
individual user. Discretion and professional conduct is essential. 

 Up-to-date and appropriate staff training in safe and responsible internet use, 
both professionally and personally, will be provided for all members of staff. 

 The school will highlight useful online tools which staff should use with children in 
the classroom. These tools will vary according to the age and ability of the pupils. 

http://www.thinkuknow.co.uk/
http://www.childnet.com/
http://www.kidsmart.org.uk/


 

 All members of staff will be made aware that their online conduct out of school 
could have an impact on their role and reputation within school. Civil, legal or 
disciplinary action could be taken if they are found to bring the profession or 
institution into disrepute, or if something is felt to have undermined confidence in 
their professional abilities. 

 
 

How will parents’ support be enlisted? 
 
Internet use in pupils’ homes is increasing rapidly, encouraged by low cost access and 
developments in mobile technology. Unless parents are aware of the dangers, pupils 
may have unrestricted and unsupervised access to the internet in the home. The school 
helps parents plan appropriate, supervised use of the internet at home and educate 
them about the risks. Parents should also be advised to check whether their child’s use 
elsewhere in the community is covered by an appropriate use policy.  
 
We help parents to understand more about ICT, by running parent support advisor and 
police lead courses and parent awareness sessions. 
 

 Parents’ attention will be drawn to the school e-safety policy in newsletters, the 
school prospectus and on the school website. 

 A partnership approach to e-safety at home and at school with parents will be 
encouraged. This may include offering parent evenings with demonstrations and 
suggestions for safe home Internet use, or highlighting e-safety at other attended 
events e.g. parent evenings and sports days. 

 Parents will be requested to sign an e-safety/internet agreement as part of the 
home school agreement. 

 Parents will be encouraged to read the school acceptable use policy for pupils 
and discuss it’s implications with their children. 

 Information and guidance for parents on e-safety will be made available to 
parents in a variety of formats. 

 Advice on useful resources and websites, filtering systems and educational and 
leisure activities which include responsible use of the internet will be made 
available to parents. 

 

 Mr Leak is the appointed e-safety co-ordinator. 

 The e-safety policy and its implementation will be reviewed annually. 

 Our e-safety policy has been written by the school, building on the DCC E-Safety 
Policy and government guidance. 

 Our school policy has been agreed by the senior leadership team and approved 
by governors. 

 Our school has formed an e-safety committee 

 The school has appointed a member of the governing body to take lead 
responsibility for e-safety. 

 
 
 
 
 
 
 



 
 

E-Safety Contacts and References 
 
CEOP (Child Exploitation and Online Protection Centre): www.ceop.police.uk  
 
Childline: www.childline.org.uk  
 
Childnet: www.childnet.com  
 
Click Clever Click Safe Campaign: http://clickcleverclicksafe.direct.gov.uk  
 
Cybermentors: www.cybermentors.org.uk  
 
Kidsmart: www.kidsmart.org.uk 
 
Think U Know website: www.thinkuknow.co.uk 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.ceop.police.uk/
http://www.childline.org.uk/
http://www.childnet.com/
http://clickcleverclicksafe.direct.gov.uk/
http://www.cybermentors.org.uk/
http://www.kidsmart.org.uk/
http://www.thinkuknow.co.uk/


 

West Cornforth Primary School 
 

RULES FOR RESPONSIBLE INTERNET USE 
 

(Key Stage 1 & 2) 
 

The school has installed computers with internet access to help our learning.  These 
rules will help keep us safe and help us be fair to others. 
 
 

Using the computers: 
 I will only access the computer system with the login I have been given. 
 I will not access other people’s files. 
 I will not bring CDs, memory sticks or external drives from outside school and try 

to use them on the school computers. 
 

Using the Internet: 
 I will ask permission from a teacher before using the internet. 
 I will report any unpleasant material to my teacher immediately because this will 

help protect other pupils and myself. 
 I understand that the school may check my profile and files, and may monitor the 

internet sites I visit. 
 I will not complete and send forms without permission from my teacher. 
 I will not give my full name, my home address or telephone number when 

completing forms. 
 I will not try to contact members of staff on social media sites. 

 

Using e-mail: 
 I will ask permission from a teacher before checking e-mail. 
 I will immediately report any unpleasant messages sent to me, because this 

would help protect other pupils and myself. 
 I understand that e-mail messages that I receive or send may be read by others. 
 The messages I send will be polite and responsible. 
 I will only e-mail people I know, or my teacher has approved. 
 I will only send an e-mail when it has been checked by a teacher. 
 I will not give my full name, my home address or telephone number. 
 I will not use e-mail to arrange to meet someone outside school hours. 
 

 

 
 
 
 
 
 
 
 

 



 
CONSENT 

 
It is important to start from the assumption that ICT and Internet use is every day and essential for every 
child’s education.  The agreement between parents and the school could include a phrase such as: 
 

All pupils use computer facilities including Internet access as an essential part of learning, 
as required by the National Curriculum.  Both pupils and their parents/carers are asked to 
sign to show that the E-Safety Rules have been understood and agreed. 

 
  
Current information given to parents at the start of each school year:  
  

 Use of the internet and E-mail 
 
All pupils use computer facilities including Internet access as an essential part of learning, as required by 
the National Curriculum. As well as using the World Wide Web for research, pupils are able to exchange 
electronic mail with partner schools and search for information from museums, libraries, news providers 
and suitable web sites related to their lessons. 
 
There have been widely publicised concerns about pupils having access to undesirable materials when 
they use the internet.  We believe that the educational advantages of enabling the children supervised 
access the internet greatly outweigh the likely problems if appropriate safeguards are put in place. We 
purchase our internet access from Durham County Council which operates a filtering system to block 
access to inappropriate materials. Our computer screens will be in public view and, as stated above, 
internet access will be supervised. 
 
The school has prepared a detailed internet access policy which is intended to help us make the most of 
the opportunities that the internet offers whilst minimising the possible risks. It includes a set of rules for 
responsible internet use that we will be teaching the children and I attach a copy of these.  We regret that, 
because it is not possible to be certain of the originator of an e-mail message, schools are unable to 
accept an e-mail as parental authorisation of a pupil absence. 
 
We need to ask your permission to allow your child to be included within any photographs or videos taken 
by school staff or parents.  All images will of course need to be authorised by myself by prior arrangement.  
For added security on our web site, the names and personal details of any children will not be included 
along with an image. 
 
Please complete the slip below and return to school as soon as possible. If you have any questions about 
either of the issues, or would like further advice, please contact the school. 
 

West Cornforth Primary School E-Safety Checklist 
 

Acceptable Use Policy 
 

 Does the school have an Acceptable Use Policy (AUP) for the use of its network?  Is it regularly 
updated to take account of emerging technologies and events? 

 Do all interested parties support the AUP: governors, senior management team, teaching staff, non-
teaching staff, students and parents/carers 

 Does the school send information to parents/carers regarding ICT use in schools? 
 Have all pupils parents/carers, including mid-term entrants, given their consent for their children to 

use the internet in school?  What action will the school take if consent is upheld? 
 Do the school anti-bullying and behaviour management policies make reference to electronic media 

and communication both inside and outside school? 
 Does the school staff handbook / staff code of conduct refer to electronic media and communication 

both inside and outside school? 
 Does the school provide appropriate opportunities within a range of curriculum areas to teach 

Internet safety? 
 Are there procedures in place to deal with ‘disclosure’ by a child of a personal nature as a result of 

internet safety education?  Has the school nominated a member of staff to be responsible for such 
issues? 

 Have students and staff been made aware of their individual responsibility to protect the security 
and confidentiality of the schools network?  This may include ensuring that usernames and 
passwords are not shared and workstations are not left unattended whilst logged on 

 Does the school take reasonable steps to monitor pupils’ and staff use of the internet, email and/or 
chat rooms on a regular basis to ensure that inappropriate use is not being made? 



 
 Have pupils and parents been advised that pupils’ use of the internet and email systems may be 

monitored and what procedures and sanctions are in place should misuse occur? 
 Does the school adopt safe practices regarding the publication of the images and names of pupils 

and staff on its website? 
 Is the AUP supported by clearly defined procedures and sanctions should misuse occur? 
 Has the school nominated a member of staff who is responsible for internet safety? 

 
Internet Filtering 
 

 Does the school have internet filtering in place? 
 If the school has adopted local control for some of its Internet filtering has the school nominated a 

“Filtering Administrator” that is responsible for appropriate filtering of the Internet in school? 
 Has the school nominated a member of staff to be responsible for clearing local Internet cache 

servers (if present) of any inappropriate material that is reported and subsequently blocked by the 
filters 

 Are pupils and staff aware of procedures for reporting accidental access to inappropriate materials 
on the Internet? 

 Are there a range of sanctions or breaches of AUP?  Are students aware of sanctions? 
 
Network Security 
 

 Does the school ensure that members of staff undertake to secure portable ICT equipment such as 
laptops and cameras when not in use?  Are sanctions in place where staff fail to do so resulting in 
loss of equipment? 

 Has the school deployed an appropriate level of security on its networks to ensure their reliability 
and prevent unauthorised access to systems and data? 

 Has the school deployed sufficient security on any wireless networking to ensure that there is no 
unauthorised access to the school network? 

 Is Antivirus protection provided on all machines?  Is it regularly updated? 
 Does the school ensure that its windows operating systems are regularly updated? 
 Does the school possess sufficient software licences for the software installed on its network? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 

Staff Information Systems Code of Conduct 
 

To ensure that staff are fully aware of their professional responsibilities when using 
information systems, they are asked to sign this code of conduct.  Staff should 
consult the school’s E-Safety and Adult Use policies for further information and 
clarification. 
 
 The information systems (including laptops and iPads) are school property and I 

understand that it is a criminal offence to use a computer for a purpose not permitted by 
its owner  

 I agree and accept that any computer or laptop loaned to me by the school, is provided 
solely to support my professional responsibilities and that I will notify the school of any 
“significant personal use” as defined by HM Revenue & Customs. 

 I will only use the school’s digital technology resources and systems for professional 
purposes or for uses deemed ‘reasonable’ by the headteacher and governing body. 

 I will promote e-safety with students in my care and will help them to develop a 
responsible attitude to system use and to the content they access or create; I will embed 
the school’s e-safety curriculum into my teaching. 

 I will store data, planning and school information on an encrypted school memory stick. 
 I will ensure any confidential data that I wish to transport from one location to another is 

protected by encryption and that I follow school data security protocols when using any 
such data at any location. 

 I understand that school information systems may not be used for private purposes, 
without specific permission from the head teacher. 

 I will ensure all school documents, data and photographs etc. are saved, accessed and 
deleted in accordance with the school’s network and data security and confidentiality 
protocols.  

 I will ensure that personal data is kept secure and is used appropriately, whether in 
school, taken off the school premises or accessed remotely. 

 I will not reveal my password(s) to anyone. 
 I understand that the school may monitor my information systems and internet use to 

ensure policy compliance. 
 I will respect system security and I will not disclose any password or security information 

to anyone other than an appropriate system manager. 
 I will not install any software or hardware without permission. 
 I will not connect a computer, laptop or other device (including USB flash drive), to the 

network / internet that does not have up-to-date anti-virus software, and I will keep any 
‘loaned’ equipment up-to-date, using the school’s recommended anti-virus, firewall and 
other ICT ‘defence’ systems. 

 I will respect copyright and intellectual property rights 
 I will report any incidents of concern regarding children’s safety to the school Mrs 

Hodgson or Mrs Laura Smith (school’s child protection co-ordinators). 
 I will report any accidental access to, or receipt of inappropriate materials, or filtering 

breach to Mrs Hodgson. 
 I will ensure that any electronic communications in or out of school with colleagues, 

pupils and parents are compatible with my professional role. 
 I will not browse, download or send material that could be considered offensive to 

colleagues 
 I will exercise caution when using social media to avoid bringing myself, colleagues and 

the school into disrepute.  
 I will ensure that any private social networking sites / blogs etc. that I create or actively 

contribute to are not confused with my professional role. 
 I will not engage in any online activity that may compromise my professional 

responsibilities. 
 I will only use the approved, secure email system(s) for any school business. 



 
 I will only use the school email (westcornforth@durhamlearning.net) or other school 

approved communication systems (Class Dojo) with pupils or parents/carers, and only 
communicate with them on appropriate school business. 

 I will not download any software or resources from the internet that can compromise the 
network, or are not adequately licensed. 

 I will not use personal digital cameras or camera phones for taking and transferring 
images of pupils or staff without permission and will not store images at home without 
permission. 

 I understand that data protection policy requires that any information seen by me with 
regard to staff or pupil information, held within the school’s information management 
system, will be kept private and confidential, EXCEPT when it is deemed necessary that 
I am required by law to disclose such information to an appropriate authority. 

The school may exercise its right to monitor the use of the school’s information systems, 
including Internet access, the interception of email and the deletion of inappropriate materials 
where it believes unauthorised use of the school’s information systems may be taking place, or 
the system may be being used for criminal purposes or for storing unauthorised or unlawful text, 
imagery or sound. 
 

I have read, understood and agree with the Information Systems Code of Conduct 
 
 
Signed: …………………………………  Print: …………………….  Date: ……………… 

 

mailto:westcornforth@durhamlearning.net

